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DETAILED ACTION 
Response to Arguments 

1. In response to communications filed on 10/30/2007, applicant has amended claim 1 to 
incorporate the limitations of claim 9 previously withdrawn; upon further consideration the 
requirement for restriction is withdrawn and groups I and II have been rejoined. Claims 1-1 1 are 
pending. 

1.1 In response to communications filed on 10/30/2007, the double patenting rejection has 
been withdrawn with respect to the amendment. 

1.2 Applicant's arguments, see pages 6-9, filed on 10/30/2007, with respect to the _ 
rejection(s) of claim(s) 1-8 have been fully considered but they are not persuasive as amended. 
Applicant argues that Rindsberg does not disclose the added limitations. However, applicant has 
not shown how the language of claim 1 as amended patentably distinguishes it from the other 
references such as Etzel reference. Applicant has amended the claims to more particularly point 
out the invention, upon further consideration, a new ground of rejection is made. The rejection 
of the other claims not challenged by Applicant can still be applied. The rejection of claims 1-11 
is set forth below. 

Double Patenting 

2. A rejection based on double patenting of the "same invention" type finds its support in 
the language of 35 U.S.C. 101 which states that "whoever invents or discovers any new and 
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useful process ... may obtain a patent therefor ..." (Emphasis added). Thus, the term "same 
invention," in this context, means an invention drawn to identical subject matter. See Miller v. 
Eagle Mfg. Co., 151 U.S. 186 (1894); In re Ockert, 245 F.2d467, 1 14 USPQ 330 (CCPA 1957); 
and In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970). 

A statutory type (35 U.S. C. 101) double patenting rejection can be overcome by 
canceling or amending the conflicting claims so they are no longer coextensive in scope. The 
filing of a terminal disclaimer cannot overcome a double patenting rejection based upon 35 
U.S.C. 101. 

Claims 9-1 1 are provisionally rejected under 35 U.S.C. 101 as claiming the same 
invention as that of claims 9-11 of copending Application No. 1 1/798,367. This is a provisional 
double patenting rejection since the conflicting claims have not in fact been patented. 

Claim Rejections - 35 USC § 112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention. 

Claims 1-1 1 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. Claim 1 recites 3 steps as amended and further recites a first step. . . second step. . . 
third step..., it is not clear whether the three steps recited at the beginning are intended to be part 
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of preamble and/or what makes the receiving step a first step. Appropriate correction is 
requested. Claim 9 recites determining whether a program is transmitted and if it is determined 
that the program is transmitted, transmitting the program. It appears that the claim is reciting 
transmitting something that is known as being already transmitted. Appropriate correction is 
required. For purpose of examination, Examiner will interpret the claim as the program is not 
already transmitted at the second step. 



Claim Rejections - 35 USC §102 
4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for 
patent or (2) a patent granted on an application for patent by another filed in the United 
States before the invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 35 1(a) shall have the effects for 
purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 
21(2) of such treaty in the English language. 



Claims 1 and 8 are rejected under 35 U.S.C. 102(e) as being anticipated by US Patent 
7,110,984 to Spagna et aL 



As per claim 1, Spagna et al discloses a method for updating an inherent key- 
encrypted program in a system including an LSI device and an external memory, the inherent 
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key-encrypted program being generated by encryption with an inherent key unique to the LSI 
device and being stored in the external memory, the method comprising: 

Spagna et al discloses transmitting by the system to a server (the server is not limited to 
any of the elements as shown in fig.l see also column 20, line 129 through column 21, line 130) 
identification information that includes a content ID, application ID, user information which 
includes user device ID (see column 48, lines 16-40 and column 26, lines 25-35) that meets the 
recitation of a step of transmitting by the system an ID of the LSI device and an application ID 
which is identification information of an update object program to a server, 
Spagna et al discloses the server verifies whether or not program requested by the user should 
be transmitted based on the transmitted identification information (such as license information) 
and further discloses transmitted by the server additional information if it is determined that the 
update obiect program may be transmitted (see column 26, lines 36-55 and column 39, lines 49- 
67) that meets the recitation of a step of determining by the server whether or not the update 
object program may be transmitted based on the transmitted ID and application ID, and 
transmitting by the server additional information of the update object program if it is determined 
that the update obiect program may be transmitted', Spagna et al discloses a step of determining 
by the system if program update is possible based oh transmitted additional information (see 
column 45, lines 48-51) and further discloses requesting by the system to the server to transmit 
common-key encrypted content generated by encryption with a common key if it is determined 
that program update is possible (see column 30, lines 20-30) that meets the recitation of a step of 
determining by the system whether or not program update is possible based on the transmitted 
additional information, and requesting by the system to the server to transmit a common key- 
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encrypted program generated by encryption with a common key if it is determined that program 
update is possible; Spagna et al discloses receiving by the system a common key-encrypted 
program generated by encryption with a common key and transmitted from the server (see 
column 30, lines 20-30); Spagna et al discloses a second step of decrypting by the system the 
received common key- encrypted program to generate a raw program (see column 30, lines 20- 
30). Spagna et al discloses re-encrypting by the system the raw program with the inherent key 
and storing the re-encrypted program in the external memory as a new inherent key-encrypted 
program (see column 91, lines 44-61) and also discloses in column 95, lines 63-67 the option of 
using an external memory for storage. 

As per claim 8, Spagna et al discloses receiving a hash value of the raw program 
transmitted from the server and the received hash value is used to perform a hash verification on 
the decrypted raw program (see column 41, line 49 through column 42, line 19). 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is notidentically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 
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Claims 2, 4, 6, 7, and 9-10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over US Patent 7,110,984 to Spagna et al in view of US Patent 6,577,734 to Etzel et al. 

As per claim 2, Spagna et al substantially teaches the claimed method of claim 1 . 
Spagna et al is silent about receiving by the system common key information transmitted from 
the server and generating by the system a raw common key using the received common key 
information. Etzel et al in an analogous art discloses receiving by a device shared key 
information transmitted from system 100 and generating a shared key using the shared key 
information (see column 6, lines 6-20) that meets the recitation of receiving by the system 
common key information transmitted from the server and generating by the system a raw 
common key using the received common key information and further discloses wherein at the 
second step, the raw common key is used to decrypt the common key-encrypted program (see 
column 7, lines 39-41). Therefore, it would have been obvious to one of ordinary skill in the art 
at the time the invention was made to modify the method of Spagna et al to allow each device to 
generate own shared key from common key information as taught by Etzel et al because it 
would avoid transmission and/or storing of the key and thereby preventing the key to be obtained 
by unauthorized party as suggested by Spagna et al (see Spagna et al, column 91, lines 44-53). 

As per claim 4, Spagna et al discloses generating the key at startup and storing inherent 
key information in the internal memory (see column 88, lines 49-63), but does not explicitly state 
the system uses the inherent key information stored in the internal memory to generate a raw 
inherent key at boot-up of the system. Etzel et al in an analogous art discloses during booting 
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generating a unique device key using device key information and stored in its secure memory to 
prevent tampering (see column 3, lines 12-36). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the method of Rindsberg 
to allow each device to generate unique device key upon startup using inherent key information 
as taught by Etzel et al so as to securely manage the keys and prevent them from being 
misappropriated for fraudulent purposes (see Etzel et al, column 1, lines 47-50). 

As per claim 6, the combination of Spagna et al and Etzel et al discloses wherein the 
generated raw inherent key is stored in a register of the LSI device and is used for decrypting the 
inherent key-encrypted program to a raw program for execution of the inherent key-encrypted 
program (see Spagna, column 39, lines 22-25 and column 30, lines 20-30). 

As per claim 7, the combination of Spagna et al and Etzel et al discloses the LSI device 
includes a boot ROM in which a boot program is stored (see Etzel et al, column 9, lines 20-34); 
Spagna et al discloses external memory interface and additional interfaces or communication 
link and receiver for establishing data transmission with the server (see column 61, lines 24-67) 
that meets the recitation of external memory includes an acquisition program for establishing 
data transmission between the LSI device and a server; Etzel et al also discloses controlling 
update processing performed after the reception of the common key-encrypted program based on 
the boot program stored in the boot ROM (see Etzel et al, column 9, lines 20-30 and lines 50- 
63). Claim 7 is therefore rejected on the same rationale as the rejection of claim 2 above. 



Application/Control Number: 1 0/696,62 1 Page 9 

Art Unit: 2136 

As per claim 9, Spagna et al substantially discloses a server which operates for program 
update in a system including an LSI device, the server executing receiving from the system by a 
server (the server is not limited to any of the elements as shown in fig.l see also column 20, line 
129 through column 21, line 130) identification information that includes a content ID, 
application ID, user information which includes user device ID (see column 48, lines 16-40 and 
column 26, lines 25-35) that meets the recitation of a step of a first step of receiving from the 
system an ID of the LSI device and an application ID which is identification information of an 
update object program; Spagna et al discloses verifying whether or not program requested by 
the user should be transmitted based on the transmitted identification information (such as 
license information) (see column 26, lines 36-55); Spagna et al discloses transmitted by the 
server additional information if it is determined that the update object program may be 
transmitted (see column 26, lines 36-55 and column 39, lines 49-67) and further discloses 
transmitting common-key encrypted content generated by encryption with a common key (see 
column 30, lines 1-30) and common key information from which the common key is derived 
(see column 44, lines 4-27) that meets the recitation o£ if it is determined at the second step that 
the update object program is transmitted to the system, a third step of transmitting to the system 
a common key-encrypted program generated by encrypting the update object program with a 
common key and common key information from which the common key is derived. 

Spagna et al is silent about referring a first table which indicates correspondences 
between application IDs and LSI IDs Etzel et al in an analogous art discloses the server stores 
the encrypted program in association with the serial number and the program identifier (see 
column 2, line 61 through column 3, line 3) one of ordinary skill in the art understands that it 
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would make sense to determine that there is a match between the device and the program 
identifiers before transmitting the program (see for instance fig. 2 and column 8, lines 20-25); 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to modify the method of Spagna et al to use a table which indicates correspondences 
between application IDs and LSI IDs as taught by Etzel et al because it would help in making 
decision about the validity of the request as suggested by Etzel et al (see column 8, lines 24-26). 

As per claim 10, Spagna et al discloses logging application information and device ID 
necessary for execution of the update object program and receiving from the system a signal 
which requests application inherent information necessary for execution of the update object 
program (see column 26, lines 25-55) and determining whether or not the application inherent 
information requested at the fourth step is transmitted using the log and record (see column 41, 
line 49 through column 42, line 20 and lines 20 and seq.) that meets the recitation of a fourth step 
of receiving from the system a signal which requests application inherent information necessary 
for execution of the update object program and a fifth step of referring to a second table which 
indicates correspondence between a transmission history of the application inherent information 
and the LSI IDs to determine whether or not the application inherent information requested at the 
fourth step is transmitted. 

6. Claims 3, 5, and 11 are rejected under 35 U.S.C. 103(a) as being unpatentable over US 
Patent 7,1 10,984 to Spagna et al in view of US Patent 6,577,734 to Etzel et al as applied to 
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claims 1-2 and further in view of US Patent Publication US 2002/01 16632 to Itoh et al 
(Applicant's IDS). 

As per claim 3, the combination of Spagna et al and Etzel et al discloses the claimed 
method of claim 2. Neither of the references explicitly discloses double encryption. Itoh et al in 
an analogous art discloses an encrypted common key generated by encrypting software key 
Ksoft with Ks2 and Ks2 generated by encrypting Ks2 with Ksl (see page 6, paragraphs 93-95) 
that meets the recitation of wherein the common key information includes an encrypted common 
key generated by encrypting the raw common key with a raw first intermediate key, and an 
encrypted first intermediate key generated by encrypting the raw first intermediate key with a 
raw second intermediate key. Therefore, it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to modify the method as combined above to provide a 
double encrypted key as taught by allow each device to generate own shared key from common 
key information as taught by Itoh et al because having the software key dependent on two keys 
in a double encryption method would make the key less vulnerable against tampering. 

As per claim 5, the combination of Spagna et al and Etzel et al discloses the claimed 
method of claim 4. Claim 5 is similar to claim 3 except for double encrypting the raw inherent 
key whereas claim 3 double encrypts the raw common key. Itoh et al discloses double 
encryption as shown in claim 3 above. Therefore, claim 5 is rejected on the same rationale as the 
rejection of claim 3 above. 
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As per claim 1 1 5 Claim 1 1 discloses the same limitations as claim 3, therefore, claim 1 1 
is rejected on the same rationale as the rejection of claim 3 above. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure as the prior art discloses different cryptographic algorithms such as re-encryption and 
double encryption methods. (See PTO-form 892). 

7. 1 Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carl Colin whose telephone number is 571-272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
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like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Carl Colin/ 
Carl Colin 

Patent Examiner, A.U. 2136 
January 18, 2008 



